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INTRODUCTION

There have been increased stringent AML/CFT measures worldwide, particularly
since the September 11, 2001 terrorist attacks in the U.S. Ni geria, not being left out in the
gobal efforts to fight the menace, has taken some AML/CFT mcasurcs in recognition of
the dangers posed. |

With the enactment of AML/CFT legislations in Nigeria, the country is giving increased
atention Lo implementing these laws. Indecd, the benefits of having AML/CFT laws in
place would not be realized unless there is diligent implementation of the enforcement
measurcs by the CBN and compliance by financial institutions. It is against the above
backeround that this AMI/CFT Regulation was developed for the guidance of the financial
istitutions under the regulatory purview of the CBN. ‘

- The Regulation has been enriched by the cnabling AML/CFT legislation cnacted by
Nigeria, particularly by the relevant FATF-Recommendations, the Guidclines of the Basle
Chmmittee on Banking Supervision and some international best practices documents.

To provide a further guide and to avoid ambiguity, the Guidance on KYC is also
provided! (o assist {inancial institutions in their implementation of this Regulation.

PurroSE AND OVERVIEW OF THIS REGULATION

Fimancing of Terrorism (FT) is defined here to include both Icgitimate and illegitimate
money clmra;lerized by concealment of the origin or intended criminal use of the funds.

Moncy Laundering (ML) is defined as the process whereby criminals attempt to
wnceal the origin and/or ownership of property and asscls that arc the fruits o proceeds of
aiminal activities. It is, thus, a derivative crime.

Moncy laundering and terrorist financing are global phenomena and there has been
gowingrecognition in recent times, and indeed well-documented evidence, that both money
hundering and terrorist financing pose major threats to international peace and security
which could scriously underinine Nigeria’s development and progress.

Consequently, concerted global efforts have been made to check these crimes. Financial
Wstitutions, in particular, have come under unprecedented regulatory pressure to cnhance
their monitoring and surveillance systems with a view to preventing, detecting and
"tSponding appropriatcly to money laundering and terrorist financing.

This Regulation covers the following key arcas of AML/CFT policy. compliance
Micer designation and dutics; the requirement to cooperate with the competent/supervisory
Wthoritics; customer due diligence; monitoring and responding (o suspicious transactions:
'cporling requirements; rccord keeping: AML/CIFT employee (raining program. among
Uthers,

Financiol institutions are exposed to varying money laundering risks and serious
ancial ) reputational damage if they fail to manage these risks adequately. Diligent
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implementation of the prhvisinns of this Regulation would not only mininize the risks
Faced by limancial institutions of being used (o Taander the proceeds of erime bt gl
provide protection against fraud and reputational and financial visks, In this ~onnection,
the afTected institutions are urged o adopta risk~based approach in the identfication ad
management of their AML/CE I risks.

Nigerian financial institutions are also reminded that ANMUZCTT Laws o all the
jurisdictions in which they operate should not only desigaete maney anderingand prediepe
olfences but should prescribe sanctions Tor non-compliance with the refevant laws
regulations on customer due diligence, non-rendition of preseribed reports and nol keeping
ol appropriae records, ILis, therefore, in their best interest to entrench aculture of compliznee
which would be facilitated by this Regulation,

This Regulation is structured in two parts, Part A is made up of the new AMLICET
Directives while Part 18 provides guidance on KYC.
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ANTEMONEY LAUNDERING/ COMBATING FINANCING OF
' TERRORISM (AML/CIT) REGULATION
FOR BANKS AND OTHER FINANCIAL INSTITUTIONS IN NIGERIA

The Governor of the Central Bank of Nigerla In exercise of the powers conferred
mhimuader Seetion 87(1) of the Banks and Other Financial Institutions Act, 2004 and
of il other powers ennbling him in that bhehalf hereby issiies Anti-Money Laundering/
Combathngg KInainetng of ‘Tervorlsm (AME/CETY Regulation for Bauks nnd other Fhnanelal

© Initations I Nlgerin,

Parr A-—AML/CET Diricriviss
AMLICET INSTITUTIONAL PoLicy FRAMEWORK

I Every financial institution is required to adopt policies stating its
ammitment 0 comply with AML/CFT obligations under the law and
rglntary directives and to actively prevent any transaction that otherwise
leilitates, criminal activity or terrorism.

Every fimancial institution is requested (o formulate and implement
intermii controls and other procedures that will deter eriminals from using its
ficilities for money Taundering and terrorist financing and (o ensure that its
shligations are always mei,

Fach financial institution is required to designate its AML/CET Chiel

Compliamee Officer with the relevant cnm,wreme authority and

idependence 1o implement the institution's AML/CFT compliance
Iragramme,

The duties of the AML/CET Compliance Officer, among others, include :
‘i_) Developing an AML/CF1' Compliance Programme

lii) Receiving and vetting suspicious transaction reports from stalf ;
(i) Viling suspicious transaction reports with the NFIU ;

i) Rendering “nil" reports with the NFIU, where necessary 1o ensure

L‘ .
"Mpliapee ;

) Ensuring that the financial institution's compliance programme is
Mlemeyyc -

(”)Cn -ordinating the training of stalf in AML/CEFT awarencess, defection
ey and reporting requirements ; and

|
‘(nu) Serving both as a Jiaison officer with the CBN and NFIU and a
" Mol contact for all employecs on issues relating to money laundering
Uletrgpigy financing.

Ly
i hfinanceal institution is required to state that it will comply promptly
'“lh the requests made in pursuant with the law and provide informatio:
2 BN NEIU and other relevant government agencies,

B 1395
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Each linancial institution’s procedures for responding to authorised
requests for information on money laundering and terrorist financing arc
required to meet the following:

(i) searching immediately the institution’s records > detcrmine whetherit
maintains or has maintained any account for or has engaged in any transaction
with each individual, entity, or organisation named in the request ;

(if) reporting promptly to the requesting anthority (he outcome of the
search ;-and

(iif) protecting the security and confidentiality of such rcquests.

'?;r"’.i':;i"l,c 1L Financial institutions are required to identify and report (o the
Proceeds. CBN & NFIU, the proceeds of crime derived from the ollowing :

Participation in an organized criminal group and rackelcering ;
Terrorism, including terrorist financing ;

Trafficking in human beings and migrant smuggling ;

Sexual exploitation, including sexual exploitation of children ;
Ilicit trafficking in narcotic drugs and psychotropic substances
Ilicit arms trafficking ;

Hlicit lrz;f’ficking in stolen and other goods ;

Corruption and bribery ; -

Fraud ,

Counterleiting currency

Counterfeiting and piracy of products ;

Environmental crime ;

Murder, grievous bodily injury ;

Kidnapping, illegal restraint and hostage-taking ;

Robbery or theft ;

Smuggling

Extortion ;

Forgery ;

Piracy ; and

Insider trading and market manipulation.

:: 1‘:;1"::" . 1.2, Financial mslItutlon secrecy and confidentiality laws shall llU“

against M1/ @iy way, be used (o inhibit the implementation of the requircments in l')
¥, Regulation in view of sections 38.of EFCC Act, 2004; 12 of MLP Acl, n .
and 33 of the CBN Act, 2007. The Acts cited here have givgn the relevd” >
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authorities the power required to access information to properly perform their
functions in combating money laundering and financing of terrorism; the
sharing of information between competent authorities, cither domestically or
inernationally; and the sharing of information between financial institutions,
where this is required or necessary.

1.3. Financial institutions arc not permitted to keep anonymous accounis
aracconnts in fictitions names,

1.3.1. Financial institutions are required to undertake customer due
diligence (CDD) mcasures when :

[.3.1.1. business relations are established ;

1.3.1.2. carrying out occasional transactions above the applicable
designated threshold of $1,000 USD or its equivalent or as may be
determined by the CBN from time to time, including where the
transaction is carricd out in a singlc opecration or scveral operatioas that
appear to be linked.

1.3.1.3. carrying out occasional transactions that arc wire transfers,
including thosc applicable to cross-border and domestic transfcrs
between financial institutions and when credit or debit cards are used as
apayment system to effect money transfer. It does not, however, include
(he following types of payment : .

- any transfer flowing from a transaction carried out using a credit

or debit card so long as the credit or debit card number accompanying

. such transfers does flow from the transactions such as withdrawals
- from a bank account through an ATM machine, cash advances

from a credit card.or payment for goods.

financial institution -to- financial institution transfers and
scitiements where both the originator-person and the beneficial-person
are financial institutions acting on their own behalf.

1.3.1.4. there is a suspicion of money laundcring or terrorist financing,
regardless of any excmptions or any other thresholds referred to in this
Regulation ; or

13.1.5 There are doubts about the veracity or adequacy of
Previously obtained customer identification data.

Financial institutions, however, are not required (after obtaining all

B 1397
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¢

d l'CCc.\.sm y documents and being so satisfied) to repeatedly perform
]

" ifi ication and verification exercise every time a customer coneucts a

"Sactign.
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Measuves.

14,0 Financial institotions are required (o identily their customer
(whether permanent or oceastonal; natural or legal persons; or legal
arrangemeanty) and verily the customers® identities using reliable,
ndependently sourced documents, dati or information, AL financial
institutions are required (o carry out the full range of the CDD measures
in this Regulation, Wowever, in reasonable circumstances, linancial
institutions can apply the CDD measures on a risk-sensitive hasis,

[.4.2 Types of customer information to be obtained and identilication
data 1o be used (o verily the information are provided as Appendic A
this Regulation,

In respeet of customers that are legal persons or legal arrangements,
linatrctal institutions are reqguired :

() to verify any person purporting o have been authorized to acton
behialf of such a customer by obtaining evidence of his/her identity
verifying (the identity of such a person ;5 and

() 1o verify the legal status of the legal person or legal arvngenent
by obtaining proofl of incorporation from (he Corporite Allairs
Commission (CACY or similar evidence of establishment or existence
and any other relevant information,

£.4.3. Financial institutions are required o identily a beneficial-owner
and 1ake reasonable measures (o verily his/ber identity using relevant
tnformation or data obtained from a reliable source (o satisly (hemselves
that they know who the beneficial-owner is.

F4.4, Fimancial institwtions are required in respeet of all customers 1o
determinie whether or nota customer is acting on hehall of another person,
Where the customer is aeting on behal{ of another person, (the FLis required
(0 fake seasonable steps (o abtain sufficient identification=dati and to verily
lhe identity of lluu other person.

(4.5, Financial institutions wre required to- lukc reasonable measures
i respeet of customery that are legal persons or legal arrangements (o

(«ry understand the ownership and control structure of such a customer s

(i) determing the natural persons that altimately own or control the
customcr, ’ L !

The natural persons include those persons who exercise ultimate and
cffective control over the legal person or arrangement, Examples ol types
of measures needed to satisfactority perform (his function include

e For.companies - ‘The watural persons are those who own (he
sontroffing interests nd those who comprise the mind and ﬂmrmgenwnl
of llw mmpany and - . NN

. ol . IR Y S
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o For trusts =The natural persons are the settlor, the trustee and person
exercising effective control over the.rust and the beneficiaries,

Where the customer or the owner of the controlling interest is a public
company subject to regulatory disclosure requirements (i.e. a public company
listed on a recognized stock exchange) it Is not necessary to identify and
verlfy the identity of the shareholders of such a public company,

L4.6, Financial institutions are required to obtain information on the
purpose and intended nature of the husiness relationship of their potential
customers,

14,7 Financial institutions are required to conduct ongoing due
diligence on the business relationship as stated by the customers sbove.

148, The ongoing due diligence above includes’serutinizing the
rnsactions undertaken by the customer throughout the course of the
finncial institution/eustomer relationship to ensure that the transactions
heing conducied are consistent with the financial institution’s knowledge
of the customer, its business and risk profiles, and the source of fiids
(where necessary).

149, Financial Institutions are required 1o ensare that docusients. data
arinformation collected under the CHD-process are kept up-to-date and
televant by undertaking reviews of existing records. particularly the records
inrespect of higher-rish business-relationships or customer categories,

LS00 Fimaneial institutions are required to perform enhanced due  Wigher Risk
diligence.for highér-risk customer, business relationship or transaction. ~ ¢"8"™ers.

Ixamples of higher-risk customers ;
~ (u) Non-resident customers ;

(M) Privae banking customers ;

(¢) Legal persons or legal arrangements such as trusts that are
personal-assets-holding vehicles ;

(d) Companies that have nominee-sharcholders or shaacs in bearer
form : and

(e) Politically exposed persons (PEPs), cross-border banking and
business relationships, ete.

L3.2: Where there are low risks, financial institutions are required to
Wply reduced or shimplified measures. here ave Jow risks in circumsiances
Where the risk of money laundering or terrorist financing is lower, where
“/m ‘mation on (he identity of the customer and the beneficial owner of

“enstomer fg publiely available or where adequate checks and controly
ist olsewhere in national systems. In circumstances ol low-risk, financial
Mt o, required toapply the simplified or yeduced CDI measures

|
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Lower Risk
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‘Transactions
or Products.

Timing of
Verification.

when identifying and verifying the identity of their customers and (he
benceficial-owners. :

1.6.1. Thesc include:

1.6.1.1. Financial institutions—providcd they arc subject o (he
requirements for the combat of moncy laundering and terrorist linancing
which are consistent with the provisions of this Regulation and arc

supervised for compliance with them )
L]
|

1.6.1.2. * Public companics (listed on a stock cxchange or similar
situations) that are subject to regulatory disclosure requircments ;

1.6.1.3. Government ministries and parastatals /enterprises ;

1.6.1.4. Life insurance policies wherc the annual premium and single
monthly premium arc within the threshold dctermined by NAICOM ;

1,6.1.5." Insurance policies for pension sciemecs if there is no
surrender-value clause and the policy cannot be used as collateral ;

1.6.1.6. A pension, supcrannuation or similar scheme that provides
retirement benefits to employees, where contributions arc made by way
of deduction from wages and the scheme rules do not permit the

assignment of a member's interest under the scheme ; and
-' /
[.6.1.7. Bencficial-owners of pooled-accounts, held by Designated

Non-Financial Businesscs and Professions (DNFBPs) provided that they
are subject o the requirements for the combat of money laundering
and terrorist financing consistent with the provisions of thc Moncy
Laundering (Prohibition) Act, 2004.

[.6.2. Financial institutions that apply Simpliﬁcd or reduccd CDD
measurcs to customers resident abroad are required o limit such to
customers in countries that have effectively implemented the FATF
Recommendations.

1.6.3. Simplified CDD measures are not acceptable and therefore
cannot apply to a customer whenever there is suspicion of money
laundering or terrorist financing or specific higher risk scenarios. In
such a circumstance, enhanced due diligence is mandatory.

1.6.4. Financial institutions arc to adopt CDD measures on a risk
sensitive-basis. Examplces of higher risk categorics arc included in item
1.5.1(a - ¢) above and financial institutions arc required to determine in
cach case whether the risks are low or not, having rcgard (o the type of
customer. product, transaction or the location of the customer. Where ther¢
is doubt, financial institutions are dirccted to clcar with the CBN.

1.7.1. Financial institutions arc requircd (o verify the identity of the
customer, bencficial-owner and occasional gustomers before or duriig



e course of establishing a business relationship or conducting

iransactions for them.

1.7.2. Financial institutions arc permitted to complete the verification
of the identity of the customer and beneficial owner following the
establishment of the business relatioaship, only when :

(«) this can take place as soon as reasonably practicable ;
(b) it is essential not to intcrrupt the normal business conduct of the

customer ; and
(¢) the moncy laundcring risks can be effectively managed.

1.7.3. Examples of situations where it inay be essential not to interrupt
the normal conduct of business include :

O Non face-to-face business. i

O Securities transactions — In the securities industry, companics
and intermediarics may be required to perform transactions very rapidly,
according to the market conditions at the time the customer is contacting
them and the performance of the transaction may be required before
verilication of identity is completed.

Life insurance business in relation to identification and
verification of the beneficiary under the policy. This may take place
after the business relationship with the policyholder is established, but
inall such cases, identification and verification should occur at or belore
the time of payout or the timc when the beneficiary intends to cxercisc

vested rights under the policy.

1.7.4. Wherc a customer is permitted to utilize the business relation:hip
prior 10 verification, financial institutions are required to adopt risk
management procedures concerning the conditions under which this may
occur. These procedures include a set of measures such as a limitation
ofthe number, types and/or amount of transactions that can be performed
and the monitoring of large or complex transactions being carried out
ulside the cxpected norms for that type of relationship.

1.8.1. The financial institution which docs not comply with items 1.4.1
lo14.6 above is :
(@) not permitted to onen the account, conmmence business relations
orperform the transaction ; and
(h) required to render a suspicious transaction report (o the NFIU.

1.8.2. The financial institution that has alrcady commenced :he business
"'U()nshu) (e.g. items 1.3.1.5, 1.7.2 or 1.9.1, 1.4.1 to 1.4.5 above) is
“Qired (o 1erminate the business relationship and render suspicious

Irq
_ Usactiyy reports to the NFIU.

B 1401

IFailure to
Complete
CDD.



13 1402

xisting
Customcrs:

1.9.1. Financial institutions are required (o apply CDD requirements
(o existiie customers on (he basis ol materiality and rvisk and to continue
io conduct due diligence on such existing relationships at appropriale times,

1.9.2. The appropriate time to conduct CDD by financial institutions is
when (a) a transaction of signilicant valuc takes place. (h) a customer
documentatio. standards change substantially. (¢) there is amaterial change
in the way that the account is operated, and (o) the institution becomes
aware (hat it lacks sufficient information about an existing customer.

The financial institution is required to properly idenfify the customer
in accordance with these criteria. The customer identification records
should be made available to the AML/CITU compliance officer, oihe
appropriate staff and competent authorities.

Definition of IO PEDRS are individuals swhio are or have been entrasted with

a Politically prominent public functions in Nigeria and/or foreion conntries and peopled
Eaposed entities associated with them:

Person

(PP Ixamples of PEPs include, but are not limited 1o

Heads of Stalc or government ;

State Governors ©

Local government chairmen ;

Scnior politicians ;

Senior government officials ;

Judicial or military officials ;

Senior executives of stale owned corporations ;
Important political party officials ;

Family members or closc associates of PEPs ; and
Members ol Royal Families.

F10.2. Financial institutions are required., in addition (o perlorming:
CDD mcasures, o put in place appropriate risk management systenis 10
determine whether a potential customer or existing customer or the
benclicial-owner is a politically exposced person. ;

11030 Financial institutions arc also requircd (o obtain senior
management approval before they establish business relationships with @
PEP and (o render monthly veturns on all their transactions with PEPs 0

the CBN and NIFIU,

1.10.4. Where a customer has heen accepted or has an ongoing
relationship with the financial institution and the customer or beneficial-
owner is subsequently found to be or becomes o PEP, the financial
institution is required fo obtain senior management approval in order (0
continue the business relationship.

|
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1.10.5. Financial institutions are required 1o take reasonable measures
o establish the source of wealth and the source of funds of cuslomer\
and beneficial- owners identificd as PEPs. .

110.5. A Financial institution in a business relationship with a PEP is
required to conduct enhanced ongoing monitoring of that relationship. In
the event of any transaction that is abnormal, Ils are required to flag
the account and to report innediately to the NIFTU.

i1 Correspondent banking is the provision ol banking services by - Cross-
ane bank (the correspondent bank) to another bank (the respondent bank). — Borderand
Large international banks typically actas correspondents for thousands of ﬁ‘“?"“k‘“
alher banks around the world. Respondent banks may be provided with a i
wide range of scrvices, including cash management (c.g. interest-bearing
accounts in a variety cf currencics), international wire transfers of funds,
dheque clearing, payable-through-accounts and foreign exchange scrvices.

LLILL Inrelation to cross-border and correspondent banking and other
similar relationships, financial institutions are required (¢, in additicn Lo
performing the normal CDD measures, take the following measures :

Gather sufficient information about a respondeat institution 1o
uderstand fully the nature of its business; and to determine from publicly
available information the reputation of the institution and the quality of
supervision, including whether or not it has been subjeet to a money
hundering or terrorist linancing investigation or regulatory action.

* Assess the respondent institutions AML/CFT controls and ascertain
that they are in compliance with FATF standard.

* Obtain approval from senior management before establishing
correspondent relationships.

* Document the respective AML/CFT responsibilities of suci institution.

LIL2. Where a correspondent relationship involves the maintenance of
payable-through- account, the financial institution should be satisfied that :

(@) its customer (the respondent bank or financial institution) has
performed the normal CDD obligations on its customers that have direet
deeess (o the accounts of the correspondent financial institution : and

(b the respondent financial institution is able to provide relevant customer
entilication data upon request to the correspondent financial institution.

112.1. Financial institutions are required to have policies in place or  New
lake such measures as may be needed to prevent the misuse of echnologies
. . . . 5 d R Non-
lechnological developments such as internationally accepted Credit or ™ pliNoy
Def Face-to-
ehit Cards and mobile Telephone Banking systems for purpose of money Face
- ""Mulcunq and terrorist financing schemes. [ P —
e C m— T 2
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1.12.2. Financial institutions arc required (o have policies and
procedures in place to address any specific risks associated with non-
face to face business relationships or transactions. Thesc policies and
procedures shall be applied automatically when establishing customer
relationships and conducting ongoing duc diligence. Mcasures for managing
the risks should inctude specific and eflective CD procedures that apply
1o non-face 1o five customers.

1.12.3. 7 hancial institution that relies upon a third party should
immediatelv obtain the necessary information concerning properfy which
has been laundered or which constitutes proceeds from, instrumentaliies
used in and intended for use in the commission of moncey laundering
and financing of terrorism or other predicate offences. Such finneial
institution should satisly itscll that copics ol identification data and other
relevant documentation rlating to the CDD requirement: will be made
zlvuilubfl'c from the third.party upon request withont delay.

1.12.4. The Financial Institution should satisty itself that the third party
is a regulated and supervised institution and has measures in plice o
comply with requirements of CDD and reliance on intermediarics and other
third partics 6n CDD as contained in this Regulation.

Relinee an VA3 Financial institutions relyving on intermediaries or other thivd

bt e parties which have no outsonrcing or agency relationshps, business

;ﬂ::;i"_":i(';:: relationships, accounts or transactions hetween financial :u.\'lil.u/iml.\'_/m'

DD : their clients are required (o perform some of the elements af the CHD

Function, process on the introduced husiness. The following criteria should also e
mct .

* Immediately obtain from the third party the necessary information
concerning certain clements of the CDD process

* Takc adequatce steps Lo satisly themsclves that copies of identification
data and other relevant documentation relating to CDI requirements will
be made available from the third party upon request without delay &

* Satisly themsclves that the third party is regulated and supervised in
accordance with Core Principles of AMI/CET and has measuies in place
(o comply with the CDD requirements st out in this Regulation 3 and

*  Mauke sure that adequate KYC provisions arc applicd (o the third
party in order to obtain account information for competent authoritics.

The ultimate responsibility for customer identification and verificatton
remains with the financial institution relying on the third pariy.

: . . ; . . : . ey
Maintenance [.14.1. Financial institutions are required to maintain all necessity
"Reveert . . . . . . .4 e
i Hatgnds records of transactions. both domestic and international, for af least /i
on

years following completion of the transaction (or longer l_'/'rcqme.s'h'l/ hy <

Transactions,




h‘. n "

the CBN and NFIU in specific cases). This requirement applies regardless
of whether the account or business relationship is ongoing or has heen
terminated.

[.14.2. Examplcs of the necessary components of transaction-records
include customer’s and beneficiary’s names, addresses (or other
identilying information normally recorded by the intermediary), the nature
and date of the transaction, the type and amount of currency involved
and the type and identifying number of any account involved in the
fransaction.

[.14.3. Financial institutions are required to maintain records of the
identification data, account files and business correspondence for at least
fiveyears following the termination of an account or husiness relationship
(or longer if requested by the CBN and NFIU in specific cases).

.14.4. Financial institutions are required to ensurc that all customer-

transaction records and information are available on a timely basis to the
CBN and NFIU.

I.15.1. Financial institutions are requircd to pay special atlention (o all
complex. unusually large transactions or unusual patterns of transactions
that have no apparent or visible cconomic or lawful purposc. Examples of
suchtransactions or patterns of transactions include significant transactions
eative to a relationship, transactions that excced certain limits, very high
account turnover inconsistent with the size of the balance or transactions
which [all outside the regular pattern of the account’s activity.

1.15.2. Financial institutions are required to cxamine as far as possible the
backgrotnd and purpose of such transactions and to sct forth their findings in
wiilin. Fhey are required to report such findings to the NFIU ; and make
them available for CBN. NFIU, other competent authoritics and auditors for at
least ive years.

L.16.1. Definition of a Suspicious Transaction

There are numerous Lypes of suspicious transactions and these reflect

the various ways in which moncy launderers operate. For the purposc of

this Regulation, a suspicious transaction may be delined as one which is
tnusual because of its size, volume, type or pattern or otherwisc suggestive
ofknown money laundering methods. It includes such a transaction that is
nconsistent with a customer’s known, legitimate business or personal

itivitics or normal business {or that type of account or that lacks obvious
tonomic rationale.

1.16.2. Institutional Policy

- L162.1. Every financial institution is rcquircd (o have a written
. Policy framework that would guide and cnable its staff to monitor,
\
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have timely access to customer identification data, CDD informall
transaction records and other relevant information.

recognize and respond appropriately to suspicious transactions. A lis
of Money Laundering “Red Flags” is provided in Appendix C (o this *
Rcgulation.

1.16.2.2. Every financial institution is required o designate an officer
appropriately as the AML/CET Compliance Officer to supervise the
monitoring and reporting of suspicious transactions, among other dufies.

1.16.2.3. Every (inancial institution should be alert to the various
patterns of conduct that have heen knowir to he suggestive of money
laundering and maintain a checklist of siech transacticns which should
be disseminated to the relevant staff.

[.16.2.4. When any staff of a financial institution deteels any “red
flag” or suspicious moncy laundering activity, the institution is required
(o promptly institute a “Review Panel” under the supervision of the
AMLICET Compliance Officer. Every action taken must he rezorded.
The institution and its stall are required to maintain conlidentiality in
respect of such investigation and any suspicious transaction report that
may be filed with the competent authority. This action is, however, in
compliancc with the provisions of the money laundering law that
criminalize “ftipping off’ (i.c. doing or saying anything that miglt tip
off somconc clse that he is under suspicion of moncy laundering).

1.16.2.5. Afinancial institution that suspects or has reason (o suspect
that funds arc the proceeds of a criminal activity or arc related (o terroris!
[inancing, is required (o report promptly its suspicions (o the NEFIU. All
suspicious transactions, including attempted (ransactions arc to be
reported regardless of the amount involved. This requirement to report
suspicious transactions should apply regardless of whether they are
thought, among other things. to involve (ax mallcrs.

1.16.2.6. Financial institutions, their dircctors, olTicers and employees
(permanent and temporary) are prohibited from disclosing the fuct that
a report is required to be filed with the competent authorities.

1.17.1. Financial institutions arc requircd to establish and maintain

internal procedures, policies and controls to preveat money lanndering
and finaneing of terrorism and to conununicate these to their employees-
‘These procedures, policios and controls should cover the CDD, record
retention, the detection of unusual and suspicious transactions, (he rcpul‘li”il
obligation, among other things.

1.17.2. The AML/CFT compliance officer and appropriate stall are
' on

1 2§, . . J B
1.17.3. Financial institutions arc thercfore required to develop progr

against money laundering and terrorist financing that include :




() The development of internal policies, procedures and controls,
including appropriate compliance management arrangement and
adequate screening procedures to ensure high standards when hiring
employees ;

(b) Anongoing employec training programs to ensure that cmployecs
are keptinformed of new developments, including information on current
ML and FT techniques, methods and trends; and that therc is « clear
cxplanation of all aspccts of AML/CFT laws and obligations, and in
particular, requirements concerning CDD and suspicious transaction
reporting; and

(¢) Adequately resourced and independent audit function to test
compliance with the procedures, policies and controls.

Firancial Instiintions are required to put in place a structure that
asures the operational independence of the Chief Complmnce Officer
(CCOY and l}mnch Compliance Qficers.

LI18. Ormier MeAsuris

These measures are meant to deter money laundering and terrorist
financing. They include measures on sanctions, shell banks, other forms
of reporting, special attention for high risk countries and foreign
branches and subsidiaries af Nigerian financial institutions.

LI8.1.1. The sanctions provided here are not only proportionate and
dissuasive but arc such that will affect legal persons/financial institutions
and their dircctors/senior managenzent staff also, depending on the
provisions of the Regulation breached. Every financial institution which
lails to comply or contravenes the provisions contained in this Regulation
shall be subject to sanction by the CBN. Any individual, being an official
of a financial institution, who fails to take rcasonable sleps to ensurc
compliance with the provisions of this Regulation shall be sanclioned
accordingly. For purpose of emphasis, incidence of false declaration or
Jalse disclosure by a financial institution or its officers shall be subject
lo administrative review and sanction as stipulated in this Regulation.

1.18.1.2. Any financial institution or its officcr that contravenes the

provisions of this Regulation shall be subject (o applicable sanctions by
the CBN as follows:

1.18.1.3. Against the Institution
(¢) Tmposition of a penalty not exceeding N2,000.000 from the
first to the [(ifth instances on each offence ; and
* (b) On the sixth instance, the CBN shall set up an investigation
panel to :

(/) examine the institution’s operations and identify the role of the
Board, Management and officers in respect of the malpractice ;

o
e o
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(i) rccommend additional punishment on all officers. that are
culpable ; and

(iii) provide recommendations on ways and mcans that will
stop the financial institution from committing such malpractice in

future and this includes obtaining an undertaking from the financial
institution.

1.18.1.4. Against the Officers

If any person being a director, senior management, manager or employce
of a financial institution who, either acting alone or in partnership with
others, contravenes the provisions of this Regulation under any circumstances
shall be subject to any or all of the following sanctions :

(@) On the first thiee infractions, be sanctioned by the bank, and
report to CBN ;

(b) On the fourth infraction, the bank shall consider terminating
his/her appointment ; and

“(¢) Ineach instance, the names of the officers, naturc of the offences
and the sanctions imposcd shall be reported to the CBN
Shell

1.18.2.1. A Shell bank means a bank that has no physical presence
Banks,

in the country in which it is incorporated and licensed, and which is
unaffiliated with a regulated financial services group that is subject to
elfcctive consolidated supervision. Shell banks are prohibited from
operating in Nigeria as provided in BOFIA 2004. Financial institutions
are not allowed to cstablish correspondent relationships with high risk
foreign banks (c.g. shell banks) with no physical presence in any country

or with correspondent banks that permit their accounts to be used by
such banks.

1.18.2.2. Financial institutions arc required to take all necessary
measures to satisfy themselves that respondent financial institutions in

a foreign country do not permit their accounts to be used by shell banks.

Other 1.18.3. Financial institutions arc requircd to report all cash transactions
Forms of -

R : in any currency above a threshold of N1,000,000 for individual and
eporting, N5,000,000 for corporate bodies to the CBN & NFIU.

'r\“el';_“‘:‘“ 1.18.4.1. Financial institutions are required to give special attention
iy to business relationships and- transactions with persons (including legal
Countrics. persons and other financial institutions) from or in countries which do not

or insufficiently apply the FATF recommendations.

1.18.4.2. Financial institutions arc required Lo report, as state:d belo,
transactions that have no apparent economic or visible law{ul purpose.
The background and purpose of such transactions should, as far as



possible, be examined and written findings made available to assist
competent authorities. '

 Financial institutions arc also required to report suspicious
transactions relating to terrorism financing to the NFIU.

[.18.4.3. Financial institutions that do business with forcign
institutions which do not continuc to apply or insufficicntly apply the

provisions of FATF Rccommendations are required to take measurcs
such as the following :

* Stringent requirements for identifying clients and enhancement
of advisories, including jurisdiction-specific financial advisories to
financial institutions for identification of the beneficial owners before

business relationships are established with individuals or companies
from that jurisdiction ;

* Enhanced relevant reporting mechanisms or systematic reporting

" of financial transactions on the basis that financial transactions with
such countries are more likely to be suspicious;
/

* In cbnsidering requests for approving the establishment of
subsidiaries or branches or representative offices of financial
institutions, in countries applying the countermeasure, take into
account the fact that the relevant financial institution is from a country
that does not have adequate AML/CFT systems;

* Warning non-financial seclor businesses that transactions with
natural or legal persons within that country might run the risk of
money laundering; limiting business rclationships or financial

_ transactions with the identified country or persons in that country.

1.18.5.1. Financial institutions are required to ensure that their foreign
branches and subsidiaries obscrve AML/CFT mcasures consistent with
the provisions of this Regulation and to apply them to the extent that the
local/host country’s laws and rcgulations permit.

[.18.5.2. Financial institutions are required to ensure that the above
principle is observed with respect to their branches and subsidiaries in
countries which do not or insufficiently apply such requirements as
contained in this Regulation. Where thesc minimum AML/CFT
requirements and those of the host country differ, branches and
subsidiaries of Nigerian financial institutions in the host country are
required to apply the higher standard and such must be applied to the
extent that the host country’s laws, regulations or other measures permit.

1.18.5.3. Financial institutions are required to inform the CBN in
writing when their foreign branches or subsidiaries are unable to
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observe the appropriate AML/CIT measures because they are
prohibited by the host country’s laws, regulations or other measures,

J.18.5.4.. Because financial institutions are subject (o these AML
CFT principles, they arc therclore required to apply consistently the
CDD measures at their group levels, taking into a-~count the activily of
the customer with the various branches and subsidiarics.

1.18.6.1. Institutional Policy

1.18.6.1.1. Financial institutions arc rcquired to design
comprehensive employee cducation and training programs not only
to make employcees fully awarc of their obligations but also (o equip
them with relevant skills required for the effective discharge of their
AMLICIT tasks. Indeed. the cestablishment of such an employee
training program is not only considered as best prictice but also
statutory requirement.

. 1.18.6.1.2. The timing, coverage and content of the employee
training program should be tailored to meet the perecived needs of
the financial institution. Nevertheless, a comprehensive training
program is required o encompass stalf/arcas such as Compliance
officers: new stalT (as part ol the orientation program for those posted
to the front olfice); hunfking operations/branch office stalt (particularly
cashiers, account opening. mandate, and marketing stafl); internal
control/audit stadTand managers. Financial institutions are required
to render quarterly returns on their level of compliance to the CBN
and NI'IU:

1.18.6.1.3. Thc employec training program is required (o be
developed under the guidance of the AML/CIFT Compliance Officer
in collaboration with the top Management. "The basic elements of
the employce training program arc expected (o include :

* AML regulations and offences

* The naturc of moncy laundcring

* Moncy laundering ‘red flags™ and suspicious transactions.
including trade-based moncy laundering typologics

* Reporting requirements '
¢ Customer duc diligence '

« Risk-based approach to AML/CFT

¢ Record keeping and retention policy. .
MLICET

Financial Institutions are required to submit their Annual A g
‘U ot

Employee training program for the next year to the CBN and NI
later than the 31st of December every [inancial year.



1.18.7.1 Financial institutions are required to monitor their employees’
xccounts for potential signs of money laundering. They are also required
o subject employees’ accounts to thec same AML/CFT procedures as
applicable to other customers’ accounts. This is required to be performed
under the supervision of the AML/CFT Chief Compliance QOfficer. The
latter's own account is to be reviewed by the Chief Internal Auditor or a
person of adequate/similar scniority. Compliance reports including
fidings are to be rendered to the CBN and NFIU at the end of June and
December every year:

[.18.7.2. The AML/CFT performance review of staff is required to
be part of employees’ annual performance appraisals.

1.18.8.1. Financial institutions are required to direct their employees
in writing to always co-operate fully with the Regulators and law
enforcement agents and to promptly report suspicious transactions to
the NFIU. They are also required to make it possible for employees to
report any violations of the institution’s AML/CFT compliance program
o the AML/CFT Compliance Officer. Where the violations involve the
Chief Compliance Officer, employecs are required to report such to a
designated higher authority such as the Chief Internal Auditor.

1.18.8.2. Financial institutions are required to inform their employees
in writing to make such rcports confidential and that they will be
protected from victimization for making them.

[.19.1. Financial institutions are required to review, identify
and record other areas of potential money laundering risks not
covered by this Regulation and report same quarterly to the CBN
and NFIU.

1.19.2. Financial institutions are therefore required to review their AML/
CFT frameworks from time to time with a view to determining their
adequacy and identifying other areas of potential risks not covered by the
AML/CFT Regulation. '

1.20. Having reviewed ‘the AML/CFT framework and identificd ncw
arcas of potential money laundering vulnerabilities and risks, financial
institutions are required to design additional procedures and mitigants
o contingency plan in their AML/CFT Operational Manuals. These will
Provide how such potential risks will be appropriately managed if they
tystallize. Details of the ccntingency plan are to be rendered to the CBN
Wd NFIU as at 31st December every financial year.

121, Bvery financial institution is required to make a policy commitment
Nd to subject its AML/CFT Compliance Program to independent-testing
require its internal audit function to determine its adequacy. completeness
" effectiveness. Report of compliance is required to be rendered to the
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CBN and NFIU as at 31st December every financial year. Any identificd
weaknesses or inadequacics should be promptly addresscd by the [inancial
institution.

1.22. The ultimate responsibility for AML/CET compliance is placed
on the Board/Top Management of every financial institution in Nigeria. Il
is, therelore, required that the Board ensures that a comprehensive
operational AML/CET Regulation is formulated by Management and
presented to the Board for consideration and formal approval. Copics of
the approved Regulation above are to be forwarded to the CBN and NFIU
within six months of the release ol this Regulation. Quarterly reports on
the AML/CFT-compliance status ol the financial institution are to e
presented Lo the Board for its information and nccessary action. '

1.23. Every financial institution is required to have a comprehensive
AML/CFT- compliance program to guidc its compliance cfforts and to
cnsure (he diligent implementation of its Programme. Indecd, cntrenching
a culture of compliance would not only minimize the risks of being used o
launder the proceeds of erime but also-provide pretection against Tead,
reputationand financial risks.

[.24.1. "Terrorist linancing offences extend to any, person who willfully
provides or colleets funds by any means. directly or indirectly, with the
unfawlul intention that the funds would be used or in the knowledge that
they are to he used in full or in part to carry out a terrorist act by a ferrorist
organization or an individual terrorist.

[.24.2. “Terrorist [inancing olfences arc extended o any finds whether
from a legitimate or illegitimate source. Terrorist financing offences,
therefore, do not necessarily require that the funds are actually used (o
carry out or attempt a terrorist-act or be linked to a specific terrorist-act.
Altempt to finance terrorist/terrorism and to engage in any of the types
of conduct as set out above is also an offence. ‘

1.24.3. Terrorist financing offences are predicate offences for money
laundering. “Terrorist financing offences therefore apply, regardless of
whether the person alleged to have committed the offence is in (he sanc
country or a different country from the onc in which the terrorist/terrorist
organization is located or the terrorist act occurred or will occur. |

1.25.1. All natural and legal persons that perform Money or Valit
Transfer Service (MVTs operators) arc required (o be licensed by the CBN.
The operators are therefore subject (o the provisions of this Regulatiot

o , . —— —
1.25.2. MVT service operators are required to maintain a curre! l

. 5 ’ They
of its agents and quarterly returns of such be rendered to the CBN. ™ 1)<
. . . e e . . e jlid
are required (o gather and maintain sufficientinformation about theil :\L-’T ’
pp— i
and correspondent operators or any other operators or institutions '
may do business with. _ o



125.3. MVT operators are rcquired to assess their agentz’ and
corespondent operators’” AML/CFT controls and ascertain that they are
adequate and effective. They arc required (o obtain approval from the CBN
hefore establishing new correspondent relationships. ‘They are also required
o document and maintain a checklist of the respective AML/CIT
rsponsibilitics of each of its agents and corrcspondent operators.

126.1. For all wire transfers of USD 1,000 or more, the ordering
finncial institutions are required to obtain and maintain the following
information relating to the originator of the wire transler :

* The name of the originator ;

- The originator‘s account number (or a uniquc reference number if
no account number exists) ; and

- The originator‘s address (the address can be substituted with a
national identity number).

126.2. For all wire transfers of USD 1,000 or more, the ordering
fimncial institution. is required to verify the identity of the originator in
- accordance with the CDD requirements contained in this Regulation.

1.20.3. For cross-border wire transfers of USD 1,000 or more, the
ordering financial institution is required to include the full originator
information above in the message or the payment form accompanying the
wire transfer,

1.26.4. However, if several individual cross-border wire transfers of
USD 1,000 or more from a single originator are bundled in a batch-file
Jortransmission to beneficiaries in another country. the ordering financial
institution should only include the originator‘s account number or unique
identifier on each individual cross-border wire transfer, provided that the
batch-file (in which the individual transfers are batched) contains full
oiginator information that is fully traceable within the recipient country.

L26.5. For domestic wire transfers, the ordeung financial institution
s requnred to either :

(@) include the full originator information in the message or the
Payment form accompanying the wire transfer ; or

(b) include only the originator‘s account number or a unique identifier,
Vithin the message or payment form.

1.26.6. The second- -option should be permitted by financial institution
i fu originator information can be made available to the beneficiary
"ncial institution and to the appropriate authorities within three business
ysorlcccnvmg the request.
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1.26.7. Each intermediary and beneficiary financial institution in the
payment chain is required to ensurc that all originator information thy
accompanies a wire transfer is transmitted with the transfer.

1.26.8. Where technical limitations prevent the full originator
information accompanying a cross-horder wire transfer from heing
transmitted with a related domestic wire transfer (during the necessary
time to adapt payment systems), a record must he kept for five years hy
the receiving intermediary financial institution of all the information
received from the ordering financial institution. :

1.26.9 Bencficiary financial institutions arc required to adopt ellective
risk-based procedures for identifying and handling wire transfers that arc
not accompanicd by complete originator information. The lack of complete
originator information is considered as a factor in assessing wheiher a
wire transfer or related transactions are suspicious. The financial
institutions are therefore required to report to the NFIU.

1.26.10. The beneficiary financial institution is required to restrict or
even terminate its business relationship with the financial institutions
that fail to meet the above standards.

1.26.11. Cross-border and domestic transfers between financial
institutions are, however, not intended to cover the following types of
payments :

(@) Any transfer that flows from a transaction carried out using a
credit or debit card so long as the credit or debit card numbher
accompanies all transfers flowing from the transaction, such as
withdrawals from a bank account through an ATM machinc, cash
advances from a credit card or payments for goods and scrviccs.
However, when credit or debit cards are used as a payment system to
effect a money transfer the necessary information should be included in
the message ; and '

(b) Financial institution-to-financial institution transfers and
scttlements where both the originator person and the beneficiary person
are financial institutions acting on their own behalf.

PArRT B—Guinance ON Know Your CusToMER (KYC)

2.0 Financial institutions should not establish a business relationship
until all relevant parties to the relationship have been identified and the nature
of the business they intend to conduct ascertained. Once an on-going business
relationship is established, any inconsistent activity can then be examined 10

* determine whether or not there is an element of money laundering or IS

suspicion.



2.1.1. .The first requirement of knowing your customer for money
lundering purposes is for the financial institution to be satisfied that a
prospective customer is who he/she claims to be.

2.1.2. Financial institutions should not carry out or agree to carry out
financial business or provide advice to a customer or potential customer
unless they are certain as to who that person actually is. If the customer is
acting on behalf of another (the funds are supplied by someonc elsc or the
investment is to be held in the name of someonc clse) then the financial
institution has the obligation to verify the identity of both the customer
and the agent/trustee unless the customer is itself a Nigerian regulated
Jinancial institution.

2.1.3. Financial institutions have the duty to obtain evidence in respect
of their customers: There are certain exceptions to this duty as set out in
Section 2.9 of this Regulation. Since exemptions are difficult to apply.
financial institutions arc requirced to identify all relevant parties to the
relationship from the outset. The general principles and means of obtaining
salisfactory identification evidence are also set out below :

22.1. Financial institutions are rcquired to obtain sufficient
information on the nature of the business that their customer intends to
undertake, including the cxpected or predictable pattern of transactions.

The information collected at the outset for this purpose should include :

- purpose and reason for opening the account or establishing the
relationship;

* nature of the activity that is to be undertaken;
+ cxpected origin of the funds to be used during the rclationship; and

* details of occupation/employment/business activities and sources of
wealth or income,

22.2. Financial institutions are required to take reasonable steps to
keep the information up to’date as the opportunities arise, such as when an
existing customer opens a new account. Information obtained during any
meeting, discussion or other communication with the customer is requircd
lobe recorded and kept in the customer’s file to ensure, as far as practicable,
that current customer information is readily accessible to the Money
Laundering Compliance Officers (ML.CO) or relevant regulatory badies.

23.1. Financial institutions are required to take a risk-based approach
Wihe ‘Know Your Customer ' requirements. Financial institutions are also
quired 1o decide the number of times to verily the customers” records
Guring the relationship, the identification evidence required and when
Wditional checks are necessary. These decisions are equally required to
be tecorded. For personal account relationships, all joint-account holders
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need to be verified. In respect of privatc company or partnership, focus
should be on the principal owners/controllers and their identitics mustalso

be verificd.

2.3.2. The identification evidence collected at the outset should be
viewed against the inherent risks in the business or service.

2.4, ESTABLISHING IDENTITY

2.4.1.2. The customer identilication process should not startand end al
the point of establishing the relationship but continuc as fai as the business
relationship subsists. The process of confirming and updating identity and
address, and the extent of obtaining additional KYC information collecled
will however difler from onc type of financial institution Lo another.

2.4.1.3. The gencral principles for establishing the identity of both legal
and natural persons and the guidance on obtaining satisfactory identification
cvidence sct out in this Regulation are by no mcans cxhaustive.

2.4.2.1. Identity generally means a sct of attributes such as names uscd,
date of birth and the residential address at which the customer can he
located. These are features which can uniquely identify a natural or lgal
person.

2.4.2.2. In the casc of a natural person, the date of birth is required
to be obtained as an important identifier in support of the name. \tis.
however, not mandatory to verify the date of birth provided by the
customer.

2.4.2.3. Where an international passport/national identity card is taken
as cvidencee of identity, the number. date and place/country of issuc (as
well as expiring date in the casc of international passport) are required
to be recorded.

2.4.3.1. Identity is required to be verificd whenever a business
relationship is to be cstablished, on account opening or during onc-oll
transaction or when a scrics of linked transactions takes place.
“Transaction” in this Regulation is defined to include the giving of advice.
“Advice” here does not apply when information is provided about the
availability of products or services when a first interview/discussion prior
to establishing a relationship takes place.

2.4.3.2. Once identification procedures have been s:nlisl’:nc’[mily
completed and the business relationship established, as long as mm;.u'l o
activily is maintained and rccords concerning that customer are cnn\‘l’l_c""
and kept, no further evidence of identity is needed when another transaction
or aclivity is subscquently undertaken.
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- 24.4.1. When an investor finally realizes his investment (wholly or  Redemptions/
‘partiatly), if the amount payable is US$ 1,000 or above or its equivaleny  Strrenders.
(hereof; or such other monetary amounts as may, from time (o time, be
sipulated by any applicable moncy laundering legislation or regulation,
(he identity of the investor must be verificd and recorded if it had not
been done previously.

244.2. Inthe casc of redemption or surrender of an investment (wholly
orpartially), a financial institution is required to take rcasonable mcasurcs
to establish the identity of the investor where payment is made o :

+ the legal owner of the investment by mcans ol a cheque crossed
“account payee” ;. or '

- abank account held (solely or joinﬂy) in the name of the legal owner of
the investment by any electronic means effective for transfer funds.

24.5.1. (1) Clients - sufficient evidence of the identity must be obtained ~ Whose

toascertain that the client is the very person he/she claims (o be. llv(:cn:i:{y
. ust be
24.5.2.(2) the person acting on behalf of aother - The obligation  Verified?

istoobtain sufficient cvidence of identities of the two persons involved.
This rule is however, subject to some exceptions. In consortium lending,
the lcad-manager/agent is rcquired to supply a confirmation lctter as
evidence that he has obtained the required identity.

24.5.3. There is no obligation to look beyond the client where :

the latter is acting on its own account (rather than for a
specific client or group of clients) ;

- the client is a bank, broker, fund manager or other regulated
financial institutions; and

- All the businesses are-to be undertaken in the name of a
regulated financial institution.

24.54. In other circumstances, unless the client is aregulated financial
institution acting as agent on behalf of one or more underlying clients
Within Nigeria, and has given written assurance that it has obtained the
tecorded-evidence of identity to the required standards, identification
tvidence should be verificd for :

the named account holder/person in whosc name an
mvestment is registered

- any principal beneficial owner of funds being invested who is
hot the account holder or named investor ;

*the principal controller(s) of an account or business relationship
(i.c. those who regularly provide instructions) ; and
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- Any intermediate parties (e.g. where an account is managed o
owned by an intermediary).

2.4.5.6. Financial institutions are required (o take appropriate steps
to identify directors and all the signatories to an daccount.

2.4.5.7. Joint cpplicants/account holders - identilication cvidence
should he obiined for all the account holders. '

2458, For higher risk business undertaken for privade companies
(e those not listed on the stock exchange) sulficient evidenee of
identity and address should be verilied in respect of

the principal underlying bencficial owner(s) ol the company
with 5% interest and above: and

Those with principal control over the company’s assets (¢..
principal controllers/directors).
2.4.5.9. Financial institutions are required to be alert to circumstices
that might indicate any significant changes in the nature of the business
or its ownership and make enquirics accordingly and to observe the

additional provisions for High Risi Caiegories of Customers under
AML/CFET Directive in this Regulation. '

2.4.5.10. Trusts - Financial institntions are required to obtain and
verily the identity of those providing Funds for the Frast They include
the settler and those who are authorized to invest. transter funds or make

decisions on behall of the Trust such as the principal trustees and
controllers who have power to remove the Trustees.

2.4.6. When an investor sets up a savings accounts or a regular savings
scheme whereby the funds are supplicd by one person for investment i
the name of another (such as a spouse or a child), the person.who funds
the subscription or makes deposits into the savings scheme should b
regarded as the applicant for business for whom identification evidence
must be obtained in addition to the legal owner.

2.4.7.1. ldentification evidence must be obtained at the outsct forall
investors, except personal pensions connected 10 a policy ol insurance
taken out by virtue of a contract of ecmployment or pension scheme.

2.4.7.2. Personal pension advisers ave charged with the responsibility
of obtaining the identification evidence on behalf of the pension fund

provider. Confirmation that identification evidence has been taken should
be given on the transler ol a pension to another provider.

2.4.8.1 An acceptable time-span for obtaining satislactory cvidenct
of identity will be determined by the nature of the business. e
geographical location of the partics and whether itis possible to obta®

*""
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the cvidence before commitiments are entered into or money changes
hands. However, any occasion when business is conducted hefore
satisfactory evidence of identity has been obtained must be exceptional
and can only be those circumstances justified with regard to the risk.

2.4.8.2. To this end, financial institutions arc required o :

(i) obtain identification evidence as soon as reasonably practicable alter
it has contact with a client with a view to agrecing with the client to carry
outart initial transaction; or reaching an understanding (whcther binding or
not) with the client that it may carry out future transactions; and

(ify Where the client does not supply the required information as
stipulated in (1) above, the financial institution is required to discontinue
any activity it is conducting for the client ; and bring to an end any
understanding reached with the client.

24.8.3. Financial institutions are required (o also observe the

- provision in the Timing of Verification under the AML/CFT Directive
of this Regulation. '

2.4.8.4. A linancial institution may howcver start processing the
busincss or application immcdiately, provided that it :

- promptly takes appropriate steps to obtain identification evicence ;
and

- Does not transfer or pay any money out to a third party until the
identification requirements have been satisfied.

2.4.8.5. The failure or refusal by'an applicant (o provide satisfactory
identification evidence within a reasonable time-frame without adcquate
explanation may lead to a suspicion that the depositor or investor is
engaged in money laundering. The financial institution is required to
therefare make a Suspicious Activity Report to the NFIU based on the
information in its possession before the funds :nvolved are returned
lo the potential client or where they came from. '

2.4.8.6. Financial institutions arc rcquired to have in place vritten
and consistent policies of closing an account or unwinding a
transaction where satisfactory evidence of identity cannot b:> obtained.

24.8.7. Financial institutions arc also rcquircd to respond promptly
o inquirics made by competent authoritics and linancial institutions
relating (o the identity of their customers.

249. Where an investor exercises cancellation rights or cooling-off  Cancellation
rights, the sum invested must be repaid subject to some deductions, where  and
applicable. Since cancellation/cooling-off rights could offer a readity ~Cooling-off
Wailable,route for laundering money, financial institutions should be alert Rights.
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to any abnormal excrcise of thesc rights by an investor or in respect ol
business introduccd through an intermediary. In the event where abnormal
exercise of these rights becomes apparent, the matter should be treated
as suspicious and reported to the NFIU. '

2.5. IpeENTIFICATION PROCEDURES

2.5.1.1. A financial institution is rcquircd to cnsurc that it is dcaling
with a real person or organization (natural, corporatc or legal) by
obtaining sufficient identification evidence. When reliance is being
placed on a third party to identify or confirm the identity of an
applicant, the overall responsibility for obtaining satisfactory
identification evidence rests with the account holding financial
institution.

2.5.1.2. Therequirement in all cases is to obtain satisfactory evidence
that a person of that name lives at the address given and that the applicant
is that'person or that the company has identifiable owners and that its
representatives can be located at the address provided. -

2.5.1.3. Because no single form of identification can be fully
guaraniced as genuine or representing correct identity, the identification
process should be cumulative,

2.5.1.4. The procedures adopted to verily the identity of private
individuals and whether or not identification was done face (o face or
remotcly arc requircd to be stated in the customer’s file. The reasonable
steps taken Lo avoid single, multiplc fictitious applications or substitution
(impersonation) fraud are required Lo be stated also by the financial
institution, ' '

2.5.1.5. An introduction from a respected customer, a person
personally known to a Director or Manager or a member of staff often
provides comfort hut must not replace the need for identification
evidence requirements to he complied with as set out in this Regunlation.
Details of the person who initiated and authorized the introduction should
be kept in the customer’s mandate file along with other records. It is
therefore mandatory that Directors/Senior Managers insist on
Jollowing the prescribed identification procedures for every applicant.

2.5.2.1. When an existing customer closcs one account and opens
another or enfers into a new agreement (o purchasc products or services.
there is no need 1o verify the identity or address for such a customes
unless the name or the address provided docs not tally with (he
information in the financial institution's records. However. procedures
are required (o be putin place to guard against impersonation or [raud.
e opportunity of opening the new account should also be tiken toask
the customer (o conflirm the relevant details and Lo provide any missing
KYC information. This is particularly important :



: Ii'flhcre was an existing business relationship with the customer and
identification evidence had not previously been obtained ; or

- if (here had been no recent contact or correspondence with the
aistomer within the past three months ; or

- When a previously dormant account is re-activated.

25.2.2. In the circumstances above, dctails of the previous account(s)
andany identification evidence previously obtained or any introduction
records should be linked to the new account-records and retained for
the prescribed period in accordance with the provision of this Regulation.

2.5.3.1.In order to guard against the dangers of postal-interception
and fraud, prospective customers should not be asked to send by post
originals of their valuable personal identity documents such as
international passport, identity card, drivers’ licence, etc.

253.2. Where tHere is no face-to-face contact with the customer
nd documentary cvidence is required, copies certified by a lawyer,
notary public/court of competent jurisdiction, banker, accountant, senior
public servant or their equivalent in the private sector should be obtained.
The person undertaking the certification must be known and capable of
being contacted if nccessary.

25.3.3. In the case of foreign nationals, a copy of international
passport, national identity card or documentary cvidence of his/her
uddress is required to be certified by :

* the cmbassy, consulate or high commission of the country of issue ;
or :

* asenior official within the account opening institution; or
* alawyer, attorney or notary public.

2.5.34. Certified copies of identification evidence are to be stamped,
dated and signed “original sighted by me” by a senior officer of the
linancial institution. Financial institutions are required (o always ensure
that a good production of the photographic evidence of identity is
Wbtaincd. Where this is not possible, a copy of evidence certified as
Providing a good likeness of the applicant could only be acceptable in
the interim.

254.1. Records of the supporting evidence and methods used to
Yerify identity are required to be retained for a minimum period of
fve.years after the account is closed or the business relationship ended.

2542, Where the supporting evidence could not be copied at the
e it wag presented, the reference numbers and other relevant details
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of the identification evidence are required (o be recorded (o enable (he
documents to be obtained later. Confirmation is requircd (o be provided
that the original documents were scen by certifying cither on the
photocopies or on the record that the details were taken down as evidence,

2.5.4.3. Wherc checks arc madc clectronically, a record of the actual
information obtained or where it can be re-obtained must be retained as
part ol the identification evidence. Such records will make the
reproduction of the-actual information that would have been oblained
before, less cumbersome. :

2.5.5.1. Concession may be granted for product or services (where
the money laundering risk is considered to be low) in respect of long-
term life insurance business or purchase of personal investment products.
I payment is to be made from an account held in the customer’s name
(or jointly with onc or morc other persons) at a regulated financial
ins:l'ilulion, no lurther evidence of identity is nccessary.

2.5.5.2. Waiver of additional verilication requirements for postal or
clectronic transactions does not apply to the following .

« products or accounts where fiinds can be transfersed Lo other types
of products or accounts which provide cheque or money transfer
facilities ;

situations where funds can be repaid or transferred (o-a person
other than the original customer ;

investments where the characteristics oi the product or account
may change subscquently Lo cnable payments o be made to third
partics.

2.5.5.3. Postal concession is not an exemption frov:i the requirement
to obtain satisfuctory evidence of a customer’s identity. Payment debited
from an account in the customer’s name shall be capable of conslituting
the required identification cvidence in its own right, A

2.5.5.4. In order 10 avoid criminal moncy from being laundered by
customer who usces a third-party cheque, draft or clectronic payment
drawn on a bank, etc, financial institutions may rely upon the required
documentary cvidence of the third party, without further verification of
the identity, where therc is no apparent inconsistency between the nane
in which the application is madce and the name on the payment isstrument
Payments from joint accounts are considered acceptable for this purpose
The overriding requirement is that the name cf the account-holder
from where the funds have been provided must be clearly indicatel
.on the record reflecting the payment/ receipt.

. . o S Chyanker'S
2.5.5.5. In the casc of a mortgage institution’s cheque of hanke i
- . . R - o
draft, it will only be possible o rely on this concession if the holde



the account from which the money is drawn is confirmed to have met
the KYC requirements by the mortgage institution or bank. Likewise,
payments by direct debit or debit card cannot be relied upon unless the
authentication procedure identifies the name of the account holder from
which the payment is drawn and confirms the customer’s address.

2.5.5.6. In respect of direct debits, it cannot be assumed that the
account-holding bank/institution will carry out any form of validation
of the account name and number or that the mandate will be rejected if
they do not match. Consequently, where payment for the product is to
he made by direct debit or debit card/notes, and the applicant’s account
details have not previously been verified through sighting of « bank
statement or cheque drawn on the account, repayment proceeds should
only be returned to the account from which the debits were drawn.

2.5.5.7. Records arc required to be maintained indicating how a
transaction arose; including details of the financial institution’s branch
and account number from which the cheque or payment is drawn.

2.5.5.8. The concession can apply both where an application is made
directly to the financial institution and where a payment is passed through
arcgulated intermediary.

2.5.5.9. A financial institution that has relied on the postal
concession to avoid additional verification requirements (which must
be so indicated on the customer’s file) cannot introduce that customer
lo another financial institution for the purpose of offering bank
accounts or other products that provide cheque or money transmission
facilities.

2.5.5.10. If such a customer wishes to migrate to an account that
provides cheque or third party transfer facilities, then additional
identification checks must be undertaken at that time. Where these
circumstances occur on a regular basis, financial institutions are required
lo identify all the parties to the relationship at the outset.

2.5.6. TDA can be broadly classified as a one-off transaction. However,
linancial institutions should note that concession is not available for TDAs
opened with cash where there is no audit trail of the source of funds or
where payments to or from third partics are allowed into the account. The
identity' verification requirements will therefore differ depending on the
naturc and terms of the TDA.

2.5.7. In circumstances where the balance in an investment funds account
is transferred from one Funds Manager 1o another and the value at that time is
above $1,000 or its equivalent and identification evidence has ncither been
aken nor confirmation obtained from the original Fund Manager, then such
tidence should be obtained at the time of the transfer.
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2.6. ESTABLISHING IDENTITY
Establishing identity under this Regulation is divided into three by

calegories :
Private individual customers ;
Quasi corporate customers ; and
Pure corporate customers.

2.6.1. PRIVATE INDIVIDUALS

2.6.1.1.1. The l’olléwino information is to be established and

General
Information. independently validated for all pr ivate individuals whosc identitics need
to be verified :

- the true full name(s) used ; and

/
* the permanent home address, including landmarks and posteod,

" where available.
2.0.1. 1.2 The information obtained should provide satislaction
a person of that name cxists at the address given and that the applicant
is that person. Where an applicant has recently moved from a house,
the previous address should be validated.

2.6.1.1.3.Itis important to obtain the datc of birth as itis required
by the law cnforcement agencics. However, the information need not
be verified. It is also important for the residence/nationality of 4
customer (o be ascertained to assist risk assessment procedurcs.

2.0.1.1.4. Arisk-based approach should be adopted wlhicn obtaining
satisfactory evidence of identity. The extent and number of checks
can vary depending on the perccived risk of the scrvice or business
sought and whether the application is made in person or through
‘remote medium such as telephone, post or the intcrnet. The sourcc of
funds of how the payment wias made, from where and by whom must
always be recorded to provide an audit trail. However., for high risk
products, accounts or customers, additional steps should be taken

lo ascertain the source of wealth/funds.

2.6.1.1.5. For low-risk accounts or simple investment products such
as deposit or savings accounts without cheque-books or autonialed
moncy transmission lacilities, there is an overriding requircinen for
the financial institution to satisfy itsclf as to the identity and address

of the customer.

[}
Private 2.6.1.2. The confirmation of namc and address is to be ccmlﬂmlru!”)
n
Individuals relerence to a number of sources. The checks shoald be undumllxtu’
5 roug
cross-validation that the applicant cx:sts al the stated address citherth

Resident in
Nigeria.
J



‘the sighting of actual documentary evidence or by undertaking electronic
checks of suitable databases, or by a combination of the two. The overriding
requirement to ensure that the identification evidence is satisfactory rests
with the financial institution opening the account or providing the
product/service.

2.6.1.3.1. In order to guard against forged or counterfeit-documents,
care should be takein to ensure that documents offered are originals.
Copies that are dated and signed ‘original seen’ by a senior public
servant or equivalent in a reputable private organization could be
accepted in the interim, pending presentation of the original
documents. Hereunder are examplcs of suitable documentary evidence
for Nigerian resident private individuals :

(i) Personal Identity Documents
Primary : ‘
* Current lnler'niltional Passport ‘
- National Identity card

- Current Drivers’ Licence issued by the Federal Road Safety
Commission (FRSC)

Secondary, _
* Residence Permit issucd by the Nigerian Immigration Services (NIS)
* Inland Revenue Tax Clearance Certificate
- Birth Certificate/Sworn Declaration of Age
(it) Documentary Evidence of Address
* Record of home visit in respect of non-Nigerians

* Confirmation from the electoral register that a person of that name
lives at that address

" Recent utility bill (e.g. PHCL, NITEL, etc.)

* State/Local Government Rates

* Bank statement or passbook containing current address

" Solicitor’s letter confirming recent house purchase or search report
from the Land Registry :

" Tenancy Agreement

" Search reports on prospective customer’s place of employment and
residence signed by a senior officer of the financial institution.

2.0.1.3.2. Checking of a local or national telephone directory can
be used as additional corroborative evidence but this should not be
USed as a primary check. -
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2.6.1.4.1. Itis mandatory for financial institutions to establish the
true identities and addresses of their customers and for effective checks
to he carried out to protect the institutions against substitution of
identities by applicants.

2.0.1.4.2. Additional conlirmation of the customer’s identity and the
fact that the application was made by the person identificd should be
obtained through one or morce of the lollowing procedures :

a dircct mailing of account opening documentation (o a named
individual at an independently verificd address ;

“an initial deposit cheque drawn on a personal account in the
applicant’s name in another financial institution in Nigeria ;

telephone contact with the applicant prior to opening the account on
an independently verificd home or business number or a “welcome call”
to the customer before transactions are permitied, utilizing a minimum
of two picees of personal identity information that had heen previously
provided during the sctting up of the account ;

internet sign-on following verification procedures where the
customer uses sceurity codes, tokens, and/or other passwords which
had been sct up during account opening and provided by mail (or sceure
delivery) to the named individual at an independently verified address;

+ card or account activation proccdures.

2.6.1.4.3. Financial institutions are required fo ensurc that additional
information concerning the naturc and level of the business (o be
conducted and the origin of the funds (o be uscd wnlhm the relationship
arc also obtained from the customer.

2.6.1.5.1. Asanalternative or suppluncnlmy to documentary cvidence
ol identity and address, the applicant’s identity,, address and other
available information may be checked clectronically by accessing other
data-basces or sources. Each source may bhe used separately as an
alternative to one or more documentary checks.

2.6.1.5.2. Financial institutions are required to usc a combination of
clectronic and documentary checks to conlirm dilferent sonrces-of the same
information provided by the customers. Physical and clectronic cheeks of
the same statement of account are the different sources. :

2.6.1.5.3. In respect of clectronic cheeks, confidence as o the
reliability of information supplicd will be established by the cumulative
nature of checking across a range ol'sources, preferably cavering a period
of time or through qualitative checks that assess the validity of the
information supplicd. The number or quality of checks (o be undertaken




will vary depending on the diversity as well as the breath and depth of -
information available from each source. Verification that the applicant
is the data-subject .also needs to be conducted within the checking

process.
2.6.1.5.4. Some examples of suitable electronic sources of
information arc sct out bclow :

+ An clectronic scarch of the Electoral Register (is not to be used as
asole identity and address check) ;

- Access to internal or external account database ; and
- An electronic search of public records where available.

2.6.1.5.5. Application of the above process and procedures will assist
financial institutions to guard against impersonation, invented-identities
and the use of false address. However, if the applicant is a non-face to
Jaceperson, one or more additional measures must be undertaken for

re-assurance.

2.6.1.5.6. “Financial Exclusion” For the socially and/or financially
disadvantaged Applicants Resident in Nigeria.

2.6.1.5.7. Access to basic banking facilitics and other financial
services is a necessary requirement for most adults. It is important
therefore that the socially-and/or-financially disadvantaged should not
be precluded from opening accounts or obtaining other financial services
merely because they do not posséss evidence to identify themselves. In
circumstances where they cannot reasonably do so, the internal
procedures of the financial institutions must make allowance for such
persons by way of providing appropriate advice to staff on how the
identities of such group of persons can be confirmed and what checks
should be made under these exceptional circumstances.

2.6.1.5.8. Where a financial institution has reasonable grounds to
conclude that an individual client is not able to producc the detailed
cvidence of his identity and cannot reasonably be expected to do so, the
institution may accept as identification evidence a letter or statement
Jrom a person in a position of responsibility such as solicitors, doctors,
ministers of religion and teachers who know the client, confirming
that the client is who he says he is, and to confirm his permanent

address.

2.6.1.5.9. When a financial institution has decided to treat a client
as “financially excluded”, it is required to record the reasons for doing
so along with the account opening documents. Returns should then
be rendered to the CBN and NFIU quarterly on this category of

customers.

B 1427



B 1428

Private

Individuals
not resident
in Nigeria.

Private
Individuals
not
Residentin
Nigeria:
Supply of
Information,

2.6.1.5.10. The financial institution should satisfy itself that such

customer is the person he/she claims to be. Therefore, where a letter/ -

statement is accepted from a person in position of responsibility, it
should include a telephone number where the person can be contacted
for verification. The financial institution should verify from an
independent source the information provided by that person.

2.6.1.5.11. In order to guard against “financial cxclusion” and (o
minimize the usc of the cxception procedure, financial institutions must
include in their internal procedures the “alternative documentary
evidence of personal identity and address” that can he accepted.

2.6.1.5.12. Financial institutions arc required to put in place additional
monitoring for accounts opened under the financial exclusion exception
procedures to ensure that such accounts are not misused.

2.6.1.6.1. For those prospective customers who arc not resident in
Nigeria but who make face-to- face contact, international passports or
national identity cards should generally be available as evidence of the
name of the customer. Reference numbers, date and country of issuc
should be obtained and the information recorded in the customer's file
as part of the identification evidence.

2.6.1.6.2. Financial institutions are rcquired (0 oblain scparale
evidence of the applicant’s permancnt residential address from the best
available evidence, prefcrably from an official source. A “P. 0. Box
number” alone is not accepted as evidence of address. The applicant’s
residential address should be such that it can be physically located by
way of a rccorded description or other mcans.

2.6.1.6.3. Relevant evidence should be obtained by the financial
institution directly from the customer or through a reputable credit or
financial institution in the applicant’s home country or country of
residence. However, particular care must be taken when relying on
identification evidence ‘provided from other countrics. Financial
institutions are required to ensurc that the customer’s truc identity and
current permanent address arc actually conlirmed. In such cases, copies
of relevant identity documents should be sought and retainced.

2.6.1.6.4. Where a foreign national has recently arrived in Nigeria,
reference might be made (o his/her employer, university, evidence ol traveling
documents, elc. to verify the applicant’s identity and residential address.

2.6.1.7.1. For a private individual not resident in Nigeria, who wishes
to supply documentary information by post, tclephone or clectronic
means, a risk-based approach must be taken. The financial institution
is requircd to obtain one separate item of evidence of identity in respect
of the name of the customer and one separate item for the address.

%Iy
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2.6.1.7.2. Documentary evidence of name and address can be
obtained : '

- by way of original documcntary cvidence supplied by the customer ; or

- by way of a certified copy of the customer’s passport or national
identity card and a separate certificd document verifying address ¢.g. a
driving licence, utility bill, cte ; or

- through a branch, subsidiary, head office of a correspondent bank.

2.6.1.7.3. Where the applicant does not already have a business
relationship with the financial institution that is supplying the
information or the financial institution is not within Nigeria, certified
copies of relevant underlying documentary evidence must be sought,
obtained and retained by the institutions.

2.6.1.7.4. Where necessary, an additional comfort must be obtained
by confirming the customer’s true name, address and date of hirth from
arcputable credit institution in the customer’s home country.

Financial institutions are requested to use these requirements in

conjunction with Appendix A to this Regulation.

2.0.1.8.1. Because of possible talse identities and impersonations that
can arise with non face-to-face customers, it is important to ensurc that
the applicant is who he/she claims to be. Accordingly, one additional
measure or check should be undertaken to supplement the
documentary or electronic evidence. These additional measures will
apply whether the applicant is resident in Nigeria or elsewhere and must
be particularly robust where the applicant is requesting a bank account
or other product/service that offers money transmission or third party
payments. |

2.6.1.8.2. Procedures to identify and authenticate the customer
have to ensure that there is sufficient evidence either documentary or
electronic to confirm his address and personal identity and to undertake
atleast one additional check to guard against impersonation or fraud.

2.6.1.8.3. The extent of the identification evidence required will
depend on the nature and characteristics of the product or service
and the assessed risk. However, care must be taken to ensure that the
same level of information is obtained for internet customers and other
postal/telephone customers.

2.6.1.8.4. If reliance is being placed on intermediaries to undertake
the processing of appliczations on the customer’s behalf, checks should
be undertaken to ensure that the intermediaries arc regulated for money
laundering prevention and that the relevant identification procedures
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“are applied. In all cases, evidence as to how identity has been verified

should be obtained and retained with the account opening records.

2.6.1.8.5. Financial institutions arc dirccted to conduct regular
monitoring of internet-based business/clients. If a significant proportion
of the business is operated electronically, computerized monitoring
systems/solutions that are designed to recognize unusual transactions
and related patterns of transactions should be put in place to recognize
suspicions transactions. AML/CET complianee officers are reguired
to review these systems/solutions, record exemptions and report same
quarterly to the NIFIU.

2.6.1.9.1. A rclugee and asylum sccker may require a basic bank
account without being able o provide evidence of i(lcrilily. In such
circumstances, authentic rcfercnces from Ministry of Internal Affairs
or an appropriate government agency should be used in conjunction
with other readily available evidence.

2.6.1.9.2. Additional monitoring procedures should however be
undertaken to ensure that the use of the account is consistent with the
customer’s circumstances.

2.6.1.10.1. When opening accounts for students or other young people,

 the normal identification procedures sct out in this Regulation should

be followed as far as possible. Where such procedures would not he
relevant or do not provide satisfactory identification cvidence.
verification could be obtained :

+ via the home address of the parent(s) ; or

- by obtaining confirmation of the applicant’s address from his/her
institution of learning ; or 3

by seeking evidence of a tenancy agreement or student
accommodation contract.

2.6.1.10.2. Often, an account for a minor will be openced by a family
member or guardian. In cases where the adult opening the account does
not already have an account with the financial institution, the
identification evidence for that adult, or of any other person who will
operate the account should he obtained in addition to obtaining (he
birth certificate or passport of the child. 1t should be noted (hat this
type of account could be open to abusc and thercfore strict monitoring
should be undertaken. '

2.6.1.10.3. For accounts opened through a school-related schemc.
the school should be asked to providc the date of birth and permanent
address of the pupil and to complete the standard account opening
documentation on behalf of the pupil.
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2.6.2. QuAasi CORPORATE CUSTOMERS

2.6.2.1.1. Trusts, nomince companies and fiduciaries arc popular
vehicles for criminals wishing to avoid the identification procedurcs
and mask the origin of the criminal money they wish to launder. The
particular characteristics of Trust that attract the genuine customer,
thc anonymity and complexity of structures that they can provide are
also highly attractive to money launderers.

2.6.2.1.2. Some trusts, nominees and fiduciary accounts present a
higher moncy faundering risk than others. Identification and “Know
Your Business’ procedures necd to be set and managed according
to the perceived risk.

2.6.2.1.3. The principal objective of money laundering prevention
via trusts, nominecs and fiduciaries is to verify the identity of (he
provider of funds such as the scttlor, and those who have control
over the funds (the trustees and any controllers who have the power
to remove the trustees). For discretionary or offshore Trust, the
nature and purpose of the Trust and the original source of funding
must be ascertained.

2.6.2.1.4. Whilst reliance can often be placed on other financial
institutions that are regulated for money laundering prevention to
undertake the checks or confirm identity, the responsibility Lo ensure
that this is undertaken rests with the financial institution. The
underlying evidence of identity must be made available to law
cnforcement agencies in the event of an investigation.

2.6.2.1.5. Identification requirements must be obtained and not

“waived for any trustee who does not have authority to operate an
. account and cannot give relevant instructions concerning t'ie use

or transfer.of funds.

2.6.2.2.1. Offshore Trusts present a higher money laundering risk
and therefore additional mcasures are needed for Special Purpose
Vehicles (SPVs) or International Business Companies connected
to Trusts, particularly when Trusts are set up in offshore locations
with strict bank secrecy or confidentiality rules. Those created in
Jurisdictions without equivalent money laundering procedures in
place should warrant additional enquiries.

2.6.2.2.2. Unless the applicant for business is itscll a regulated
linancial institution, mecasures should be taken to identify the Trust
company or the corporate service provider in line with the requirements
lor professional intermediarics or companics generally.

2.6.2.2.3. Certified copics of the documentary evidence of identity |

lor the underlying principals such as settlors, controllers, ete. on whose
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behalf the applicant for business is acting, should also bé obtained,

2.6.2.2.4. For overseas Trusts, nominee and fiduciary accounts,

where the applicant is itself a financial institution that is regulated
for money laundering purposes :

reliance can be placed on an introduction or intermediary
certificate letter stating that evidence of identity exists. [or all

underlying principals and confirming that there are no anonymous
* principals ;

the trustees/nominees should be asked to state rom the

outset the capacity in which they are operating or making the
* application ;

documentary evidence of the appointment of the current
, Trustees should also be obtained.

' 2.6.2.2.5. Where the underlying evidence is_not retained within
Nigeria, enquiries should be made to determine, as far as practicable,
that there are no overriding bank sccrecy or confidentiality constraints

that will restrict access to the documentary cvidence of identity, should
it be needed in Nigeria.

2.6.2.2.6. Any application to open an account or undertake a
transaction on behalf of another without the applicant identifying
their Trust or-Nominee capacity should be regarded as suspicious

- and should lead to further enquiries and rendition of reports tothe

NFIU.

.2.6.2.2.7. Where a bank in Nigeria is itscll the applicant {or an
offshore Trust on behall of a customer, if thc corporate Trustees arc

not rcgulated, then the Nigcrian bank should undertake the duc
diligence on the Trust itself. ’

2.6.2.2.8. If the funds have been drawn upon an account that s

not under the control of the Trustecs, the identity of two of (¢

authorized signatories and their authority to operatc the account should
also be verified. When the identity of beneficiaries has not previously

been verified, verification’should be undertaken when payments 4
made to them.,

2.6.2.3.1. In the case of conventional Nigerian Trusts, identificalio"

cvidence should be obtained for :

+ thosc who have control over the funds (the principal truste®
who may include the settlor) ; and

- the providers of the funds (the settlors, except where they e
deceased) ; and




- Where the scetttor is deccased, written confirmation should be
abtained for the source of funds (grant ol probate or copy of the Will
or other document creating the Trust).

2.6.2.3.2. Wherc a corporale Trustee such as a bank acts jointly with
aco-Trustee, any non-regulated co-Trustees should be verified even if
the corporate Trustee is covered by an exemption. The relevant guidance
contained in this Regulation for verifying the identity ol persons,
institutions or companies should be followed.

2.6.2.3.3. Although a financial institution may not review any existing
Trust, confirmation of the settior and the appointment of any additional
Trustees should be obtained. ' '

20.2.3.4. Copies of any underlying documentary evidence should
he certified as true copies. In addition, a check should be carried out to
ensure that any bank account on which the Trustees have drawn funds
is in their names. Takin g‘a risk based approach, consideration should be
given as Lo whether the identity of any additional authorized signatorics
o the bank account should also be verified.

2.0.2.3.5. Itis anormal practicc for payment of any trust property (o
be made to all the Trustces. As a matter of practice, some life assurance
companies make payments dircctly to bencficiaries on recciving arcquest
from the Trustees. In such circumstances, the payment should be made
toths named beneficiary by way of a crossed cheque marked “account
payee only” or a bank transfer direct to an accouat in the name of the
beneficiary.

2.6.2.4.1. Where money is received on behalf of a Trust, rcasonable
steps should be taken to ensure that :

(he source of the funds is properly identificd : and
the nature of the transaction or instruction is understood.

262.4.2. It is also important to ensure that payments are properly
duthorized in writing by the Trustees. '

26.24.3. Identification of New Trustees

Wherc a Trustee who has been verified is replaced, the identity ol :
the new Trustec should be verified before he/she is allowed to exercisc

control over the funds.

. 260.2.4.4. Life Policies Placed in Trust

Whcre a life policy is placed in Trust, the applicant for the policy is
also 4 Trustee and where the Trustees have no beneficial interest in the
funds, it should only be necessary to verify the identity of the person
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applying for the policy. The remainder of the Trustees would however
nced (o be identificd in a situation where policy procceds were being
paid to a third party not identified in the trust deed.

2.6.2.5.1. The authority to deal with assets under a Power of Atlorney
and Third Party Mandates constitutes a business rclationship,
Conscquently. at the start of the relationship, identification evidence
should be ¢htained from the holders of powers of attorney and third
party mandates in addition (o the customer or subscquently on a later
appointment of a new attorney, il advised, particularly within onc ycar
of the start of the business relationship. New attorney lor corporale or
Trust business should always be verilicd. The most important
requirement is for financial institution (o ascertain the reason for the
granting of the power of attorney.

2.6.2.5.2. Records of all transactions undertaken in accordance with
a Power of Attorney should be maintained as part of the client’s record,

2.6.2.6.1. Where a bank account is opcned for the purposc of winding
up the estatc of a deccased person, the identity of the executor /
administrator of the estate is required to be verified.

2.6.2.6.2. However, identification cvidence would not normally be

~ required for the executors/administrators when payment is being made

from an established bank or mortgage instituiion’s account in the
deceased’s name, solely for the purpose of winding up the estate in
accordance with the Grant ol Probate or Letter of Administration.
Similarly,'where a life policy pays out on death, there is normally no
need o obtain identification evidence for the legal representatives,

2.6.2.6.3. Payments o the underlying named beneficiaries on the
instructions of the exccutor or administrator may also be made withoul
additional verification requirements. However, if a beneficiary wishes
(o transact business in his/her own name, then identification evidence
will be required. |

2.6.2.0.4. In the event that suspicions are aroused concerning the
nature or origin of assets comprising an estate that is being wound
up, then reports of the suspicions are required to be rendered to the

NFIU.

2.6.2.7.1. Stockbrokers, fund managers, solicitors, accountants, cstalc

agents and other intermediaries frequently hold funds on behalf of their -

clients in “client accounts™ opened with financial institutions. Such
accounts may be general omnibus accounts holding the funds ol many
clients or they may be opened specifically for a single client. In cach
case, it is the professional intermediary who is the fin(mci"’
institution’s customer. These situations should be distinguished (o

et ]




those where an intermediary introduces a client who himsclf becomes a
customer of the financial institution.

2.6.2.7.2. Where the professional intermediary is itself covered and
is indeed monitorcd by the money laundering rcgulations and AML/
CFT supervisors rcspectively or their equivalent, identification can be
waived on production of cvidence.

2.6.2.7.3. Howcever, where the professional intermediary is not
regulated under the Money Laundcring Regulations or their equivalent,
the financial institution should not only verify the identity of the
professional intermediazy but should verify also the identity of the
person on whose behalf the professional intermediary is acting.

2.0.2.7.4. Wherce it is impossible for a financial institution to cstablish
the identity of the person(s) for whom a solicitor or accountant is acling,
itwill nced to take a commercial decision based on its knowledge of the
intermediary, as to the nature and extent of business that they are preparcd
to conduct if the professional firm is notitself covered by this Regulation.
Fizancial institutions, should be prepared to make reasonable
enquiries about transactions passing through client-accounts that give
cause for concern and should repori any transaction where suspicions
cannot be satisfied to the NIF'IU.

2.0.2.8.1. Where the applicant is an un-incorporated business or a
partnership whose principal partners/controllers do not alrcady have a
business relationship with the financial institution, identification
cvidence should be obtained for the principal beneficial owners/
controllers. This would also cntail identifying one or more signatories
inwhom significant control has been vested by the principal beneficial
owners/controllers.

2.6.2.8.2. Evidence of the trading address of the busincss or
partnership should be oblained. Where a current account is being opencd,
a visit to the placc of business might also be made to confirm the true
nature ol the business activitics. For cstablished businessces, a copy of
the latest report and audited accounts should be obtained.

2.6.2.8.3. The nature of thc business or partnership should be
ascertained (but not nccessarily verificd from a partnership deed) to
ensure that it has a legitimate purpose. In cases where a formal
partnership arrangement cxists. a mandate from the partnership
nu'lhorizing the opening of an account or undertaking the transaction
and conferring authority on those who will undertake transactions should
be obtained.

2.6.2.9. A limited liability partncrship should be treated as corporate
customers for verification of identity and Know your customer purposes.
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2.0. 3 PURE CORPORATE CUSTOMERS |
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ity 2.6.3..1_.1. Complex organizations and their structurcs, other corporae

and legal entities are the most likely vehicles for moncy laundering. Those
that are privately owned arc being fronted by legitimate trading companics,
Care should be taken to verify the legal existence of the applican(-company
from official documents or sources and to ensurc that persons purporting
(o act on its hehal{ are fully authorized. Enquirics should be made to confirm
that the legal person is not mercly a “brass-plate company” where the
controlling 1)}'incipals cannot be identified.

2.6.3.1.2. The identity of a corporate company comprises :

© registration number ; ; )
- registered corporate name and any trading names uscd ;

- registered address and any separatc principal u ading addresses ;

+ directors ; , _
- owners and sharcholders ; and

: the nature of the company’s busincss.

2.6.3.1.3 The extent of identification mcasures'required to validate (his
mformation or the documentary evidence to be obtained depends on the
nature of the business or service that the company requires from the financial

* institution. A risk-based approach should be taken. 1n &l cascs. information

as o the nature of the normal business activitics that the company cxpecls
to undertake with the financial institution should be obtained. Before o
business rclationship is established, measures should be taken by way ol
company scarch at the Corporate AlTairs Commission (CAC) and other
commercial enquirics undertaken to check that the applicant-company's
legal cxistence has not been or is not in the process of being dissolved.
struck of . wound up or terminated.

2.0.3.2.1. As with the requirements Tor private individuals, because o
the additional risks with non face-to-face business, additional procedurcs
must be undertaken o ensure that the applicant’s business, company Of
socicly exists at the address provided and it is for a legitimatc purposc.

2.6.3.2.2. Where the characteristics of the product or service pcl'“‘""
care should be taken to ensure that relevant evidence is obtaincd to cnnﬁf'“
that any individual representing the company has the necessary authorty
to do so.

2.6.3.2.3. Where the prmc:pal owners, controllers or signatories "“;’d
to be identified within the relationship, the relevant requirements forthe
identification of personal customers should be followed.

2.6.3.3.1 Public Registered Companies

¥
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2.6.3.3.1.1 Corporate customers that are listed on the stock exchange
are' considered to be publicly owned and generally accountable.
Conscquently, there is no nced to verify the identity of the individual
sharcholders.

26.3.3.1.2 Similarly, it is not necessary to identify the directors of a
quoted company. However, financial institutions are rcquired to make
appropriate arrangements to ensure that the individual officer or employee
(past or present) is not using the name of the company or its relationship
with the financial institution for a criminal purpose. The Board Resolution
orother authority for any represcntative to act on behalf of the company in
its dealings with the financial institution should be obtained (o conlirm
(hat the individual has the authority to act. Phone calls can be made to the
Chief Executive Offtcer ef such a company to intimate him of the
application to open the account before the financial institutioh.

2.0.3.3.1.3. Nd further steps should be taken to verify identity over and
above the usual commercial checks where the applicant company is :

- listed on the stock exchange ; or

- there is independent evidence to show that it is a wholly owned
subsidiary or a subsidiary undcr the control of such a company.

2.6.3.3.1.4. Due diligence will normally be conducted where the

account or service required falls within the category of highcr risk
business. : ;

2.6.3.3.2. ‘Private Comrpanies .

| 26332.1, Where the applicant is an unquoted company and none of
the principal directors or shareholders already have an account with the
financial institution, the following documents should be obtained from an
official or recognized independent source to verify the business itself:

(i) acopy of the certificate of incorporation/registration, evidence of
the company's rcgistered address and the list of shareholders and
directors ;

(ii) a search -at the Corporate Affairs Commission (CAC) or an enquiry
via a business information service to obtain the information in (i) above ;
and

(fii) an undertaking from a firm of lawyers or accountants confirming
the documents submitted to the CAC.

2.6.3.3.2.2. Attention should be paid to the place of origin of the
documents and the background against which they were produced. If
Comparable documents cannot be obtained, then verification of principal
beneficial owners/controllers should be undertaken. *
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Higher Risk _
" Business *"'Where'a higher-risk business applicant is seeking to enter into a full
banking relationship or any other business relationship where third party
funding and transactions are permitted, the following evidence must be

obtained either in documentary or electronic form :

-2.6.34.1. Blalrlk Accor;.nts for Registered Public Companies

- For established companies (those incorporated for 18 months or
more) a set of the latest report and audited accounts is required to be

produced ; GRS : )

+ Asearch report at the CAC or an enquiry via a business informalion T
service or an undertaking from a firm of lawyers or accountants
confirming the documents submitted to the CAC ;

- A certified copy of the resolution of the Board of Directors o
open an account and confer authority on those who will operate it ; and

*« The Memorandum and Articles of Association of the company.
2.6.3.4.2. “Higher Risk Rusiness Relating to Private Companies.

For private companies undertaking higher risk business (in addition to
verifying the legal existence of the business) the principal requirement is
to look behind the corporate entity to identify those who have ultimate
control over the business and the company’s assets. What constitules
significant shareholding or control for this purpose will depend on the

_ nature of the company. Identification evidence is required to be obtained
* for those shareholders with interests of 5% or more.

2.6.3.4.3. The principal control rests with those who are mandated to
manage the funds, accounts or investments without requiring
authorization and who would be in a posiiion to overrule internal
procedures and control mechanisms.

26344 Identlﬁcatlon evidence should be obtairted for the principal-
beneficial owner(s) of the company and any other person w:th principal
control over the company’s assets. Where the principal owner is another
corporate entity or Trust, the objective is to undertake measures that look
behind that company or vehicle and verify the identity of the bencficial-
owner(s) or settlors. When financial institutions become aware that the
principal-beneficial ow:iers/controllers have changed, they are required
lo ensure that the identities of the new ones are verified.

2.6.3.4.5. Financial institutions are required to also identify directors
who are not principal controllers and signatories to an account for risk

based approach purpose.

2.6.3.4.6 In respect of a full banking relationship (irrespective of whether
or not the turnover is significant) a visit to the place of business must be
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undertaken to confirm the existence of business premises and the nature
of the business activities conducted.

26.3.4.7. If suspicions are aroused by a change in the nature of the
business transacted or the profile of payments through a bank or
investment account, further check.s should be made to ascertain the
reason for the changes.

1

| .

L 2.6.3.4.8. For full banking relauonshlps perzodzc enquiries are required

'. fo be made to establish whether there have been any changes to controllers,
shareholders or to the original nature of the business or activity.

2.6.3.4.9. Particular care should be taken to ensure that full

" identification and “Know Your Customer” requirements are met if the

company is an International Business Company (IBC) registered in an
offshore jurisdiction and operating out of a different Jurisdiction.

2.0.3.5.1 For forcign financial institutions, the confirmation of existence
and regulated status should be checked by one of the following means :

+ checking with the home country’s Central Bank or relevant
supervisory body ; or

bank in the same country ; or

' checkmg with Nigerian regulated correspondenl bank of the overscas
msmutmn OF “imaier o

obtaining evidence of its licence or authorization to conduct financial
and banking business from the institution itself .

2.6.3.5.2. Additiona'i information on banks all over the world can be
obtained from various international publications and directories or any of
the international business information services.

References made to these publications are not meant to replace the
confirmation evidence required above.

2.6.3.6. Although bureaux de change are subjcct to the regulations, they
must-be verified in accordance with the procedurcs for Other Financial
Institutions. Satisfactory evidence of identity must include receipt of a
certified copy of the applicant’s operating licence.

2.6.3.7 OTHER INSTITUTIONS

2.6.3.7.1 (a) In the case of applications made on behalf of clubs or
sicieties, a financial institution is required to take reasonable stcps to satisty
itself as to the legitimate purpose of the organization by sighting its
constitution. The identity of at least two of the principal contact persons or
signatories should be verified initially in linc with the requirements for

- checking with another office, subsidiary, branch, or correspondent
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private individuals. The signing authorities should be structured to csure

_that at least two of the signatories that authorize any transaction have
been verified. When signatories change, financial institutions are required
to ensure that the identity of at least two of the current signalorics arc
verified. _ |

(h) Where the purpose of the club or society is to purchase the shares of
regulated investment company or where all the members would be reginded
as individual glients, all the members in such cases are required (o be
identified in line with the requirements for personal customers. Financial
institutions are required to look at each situation on a case-by-casc basis,

2.6.3.7.2. Occupational Pension Schemes

2.6.3.7.2.1 In all transactions undertaken on behalf of an Occupational

Pension Scheme where the transaction is not in relation to a long term

. policy of insurance, the identities of both the Pnncnpal Employcr and the
Trusi are required to be verified.

2.6.3.7.2.2 In addition to the identity of the Principal Employer, the
source of funding should be verified and recorded to ensure that a complete
audit trail exists if the employer is dissolved or wound up.

2.6.3.7.2.3 For the Trustees of Occupational Pension Schemes,
* satisfactory identification evidence can be based on the inspectior: of formal
documents concerning the Trust which confirm thc names of the current
Trustees and their addresses for correspondence. In addition to the
documents, confirming the trust identification can be based on extracts
from Public Registers or references from Professional Advisers or
Investment Managers.

2.0.3.7.2.4 Any payment of bencfits by or on behalf of the Trustees of
an Occupational Pension Scheme will nol require verification of idenlity
of the recipient.

2.6.3.7.2.5 Where individual members of an Occupation Pension Scheme
are to be given personal investment advice, their identities must be verified
However, where the Trustees and Principal Employer have been
satisfactorily identified (and the information is still current) it may b
appropriate for the Employer to provnde confirmation of the identity o
individual employees.

2.6.3.7.3. Charities in Nigeria

"(a) Adherence to the identification procedures required for mote!
laundering prevention purpose would remove the opportunities for openin
unauthorized accounts with false identities on behalf of chanllﬂs' |
Confirmation of the authority to act in the name of the charity is cleart

mandatory. ; )
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(b) The practice of opening unauthorized accounts of this type under
sole control is strongly discouraged. For emphasis, accounts for Charities
in Nigeria are required to be operated by a minimum of two signatories,
duly verified and documentation evidence obtained.

26.3.7.4. Registered Charities .

(1) When dealing with an applicatioii from a registered charity, the
financial institution is required to obtain and confirm the name and address
of the charity concerned

(h) To guard agamsl the laundenng of fraudulently obtained funds
(where the person making the application or undertaking the transaction is
nol the official correspondent or the recorded alternate) a financial
institution is required to send a letter to the ofticial correspondent, informing
himof the Charity’s application beforc it. The official correspondent should
be requested to reépond as a matter of urgency especially where there is
any reason to suggést that the application has becn made without autiority.

(c) Where a charity is opening a current account, the identity of all
signatories should be verificd initially and when the signatories change,
care should be taken to cusure that the identity of any new signatory is
verified.

(d) Applications on behalf of un-rcgistered charities should be dealt
with in accordance with procedures for clubs and societies set out in ifem
2.0.3.7.1 of this Regulation.

26.3.7.5. Religious Organizations (ROs)

A religious organization is cxpected by law to be registered by the
Corporate Alfairs Commission (CAC) and will therelore have a registered
number. Its identity can be verified by reference to the CAC, appropriate
headquarters or regional area of the denomination. As a registered
organization, the identity of at least two signatories to its account must
be verified.

2.6.3.8. Where the applicant for business is any of the above, the
financial institution is required to verify the legal standing of the applicant,

“including its principal ownership and the address. A certificd copy of the

Resolution or other documents authorizing the opening of the account or
to undertake the transaction should be obtdined in addition to evidence
that the official representing the body has the relevant authority to act.
Telephone contacts must also be made with the Chief Executive Officer
of the organization/parastatals concerned, intimating him of the
application to open the account in the financial institution,

Appropri. ‘¢ authorization from Federal/State Accountant General is
a pre-requisite for any of the three tiers of government/parastatal: to
open accounts with financial institutions in Nigeria.
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Forelgn

" 216.3.9. "‘"‘The"a'lltliéhtiq"ity of applicants that request to open accounts
Consulates.

or undertake transactions in the name of Nigerian-resident foreign
consulates and any documents of authorization presented in supportof (he
application should be checked with the Ministry of Foreign Affairs or the
relevant authorities in the Consulate’s home country.

2.7. INTERMEDIARIES OR OTHER THIRD PARTIES TO
VERIFY IDENTITY OR TO INTRODUCE BUSINESS

Who to rely 2.7.1. Whilst the responsibility to obtain satisfactory identification f

upon and evidence rests with the financial institution that is cntering into the
the

' relationship with a clicnt, it is reasonable, in a number of circumstanccs,
ciraanmstances. . . " . —
, for reliance to be placed on another financial institution (o :

undertzke the identification procedure when introducing a customer
and gq-obtain any additional KYC information from the client ; or

- -confirm the identification details if the customer is not resident in
Nigeria ; or

confirm that the verification of identity has becn carried oul (if an
agent is acting for underlying principals).

Introductions . 2.7.2. Where an intermediary introduces a customer and then withdraws
from

from the ensuing relationship altogether, then the underlying customer has
;‘1";'["“’:":'“" " become the applicant for the business. He must, therefore, be identified
hm'“m'h“ix in line with the requirements for personal, corporate or business
: customers as appropriate. An introduction letter should therefore be issued
by the introducing financial institution or person in respect ol each applicant
for business. To ensure that product-providers meet their obligations, that
satisfactory identification evidence has been obtained and will be retained
for the necessary statutory period, each introduction letter must cither be
accompanied by certified copies of the identification evidence that has
been obtained in line with the usual practice of certification of identification
documents or by sufficient details/reference numbers, etc that will permil
the actual evidence obtained to be re-obtained at a later stage.

Written

2.7.3.1 Fora written application (unless other arrangements have been
Applications.

agreed that the service provider will verify the idertity itself) a financial
intermediary must provide along with each applicatioq, the customer's
introduction letter together with certified copics of the evidence of identity
which should be placed in the customer’s file.

2.7.3.2 If these procedures are followed, the product provider
stockbroker or investiment banker will be considered to have fulfilled its
own identification obligations. However, if the letter is not forthcoming
from the intermediary, or the letter indicates that the intermediary has wo!
verified the identity of the applicant, the service provider is required ©




N

satisfy its obligation .by applying its own direct identification procedures.
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2.7.4. Unit Trust Managers and other product providers receiving non-  Non-

wrilten applications from financial intermediaries (where a deal is placed
over the telephone or by other electronic means) have an obligation to
verify the identity of customers and ensure that the intermediary provides
specific confirmation that identity hus been verified. A record must be
made of the answers given by the intermediary and retained for a
minimum period of five years. These answers constitute sufficient
evidence of identity in the nands of the service provider.

2.7.5. Where introduced business is received from a regulated financial
intcrmediary who is outside Nigeria, the reliance that can be placed on
that intermediary to undertake the verification of identity-check must be
assessed by the MLCO or some other competent persons within the financial
institution on a case by case basis based-on the knowledge of the
intermediary. !

27.6.1 Where a customer is introduced by one part of a financial sector
group to another, it is not necessary for identity to be re-verified or for the
records to be duplicated provided that :

- theidentity of the customer has been verified by the introducing parent
company, branch, subsidiary or associate in linc with the money laundering
requirements of equivalent standards and taking account of any specific
requircments such as separate address verification ;

no exemptions or concessions have been applied in the original
verification procedures that would not be available to the new relatienship ;

agroup introduction letter is obtained and placed with the customer’s
account opening records ; and

*in respect of group introducers from outside Nigeria, arrangements
should be put in place to ensure that identity is verified in accordance with
requirements and that the underlying records of identity in respect of
introduced customers are retained for the necessary period.

2.7.6.2 Where financial institutions have day-to-day access to all the
Group’s “Know Your Customer” information and records, there is no
necd to identify an introduced customer or obtain a group introduction
letter if the identity of that customer has been verified previously. However,
if the identity of the customer-has not previously been verified, then any
missing identification evidence will need to be obtained and a risk-based
approach taken on the extent of KYC information that is available on
whether or not additional information should be obtained.

2.7.6.3 Financial institutions are required to ensure that there is no
secrecy or data protection legislation that would restrict free access to the

“--.,\_
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Syndicateq
Lending,

records on request or by law enforcement agencies under court order or
relevant mutual assistance procedures. If it is found that such restrictions

apply, copies of the underlying records of identity should, wherever
possible, be sought and retained.

2.7.6.4 Wherc identification records arc held outside Nigeria, it is siil
the responsibility of the financial institution to ensure (hat the records
available do, in lact, meet the requircments in this Regulation.

2.7.7.1 Where an applicant is dealing in its own name as agent for ls
own client, a financial institution must, in addition to verifying the agen,
establish the identity of the.underlying client.

2.7.7.2 A financial institution may regard cvidencc as sulficient il ithas
established that the client :

- isbound by and has observed this Regulation or the provisions of the
Money Laundering (Prohibition) Act, 2004 ; and

- 'is acting on behalf of another person and has given a written assurance
that he has obtained and recorded evidence of the identity of the personon
whose behalf he is acting.

2.7.7.3. Consequently, where another financial institution deals withits

own client (regardless of whether or not the underlying client is disclosed

to the financial institution) then :

where the agent is a financial institution, there is no requirement to
establish the identity of the underlying clients or to obtain any form of
written confirmation from the agent concerning the due diligence
undertaken on its underlying clients; or

where a regulated agent from outside Nigeria deals througha
customer omnibus account or for a named customer through a designated
account, the agent should provide a written assurance that the identity of

all the underlying clients has been verified in accordance with their local
rcquirements.

Where such an assurance cannot be obtained, then the business shonld

not be undertaken.

2.7.1.4. In circumstances where an agent is either unregulated or
not covered by the relevant money laundering legislation, then each ¢as
should be treated on its own merits. The knowledge of the agent will infor®
the type of the due diligence standards to apply. Risk-based approach mu
also be observed by the financial institution.

2.7.8. For syndicated lending arrangements, the verification of '1d<:n"‘“’l
and any additional KYC requirements rest with the lead-manager of ager
required to supply the normal confirmation letters.
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